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DETAILED ACTION 

The examiner notes that the previous office action had indication of allowable 
subject matter. Upon further consideration of the prior art and the scope of the claim 
language, however, the indication of allowable subject matter is hereby withdrawn. Any 
inconvenience is regretted. Claims 1-12 are pending. 

Response to Arguments 

Applicant's arguments have been considered fully, but are moot in view of new 
grounds of rejection below. 

Claim Objections 

Claim 9 is objected to because of the following informalities: Claim 9 refers to 
"the digital data" and "said digital data". The examiner believes applicant meant for both 
"the digital data" and "said digital data" to refer to the same digital data. The examiner 
respectfully suggests applicant be consistent with the usage of "the" and "said" as using 
both seems to imply different digital data. Appropriate correction is required. 

Claim Rejections - 35 USC § 112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1-12 rejected under 35 U.S.C. 112, second paragraph, as being indefinite 

for failing to particularly point out and distinctly claim the subject matter which applicant 

regards as the invention. 
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1. Claim 1 recites "the identification" in line 3, which lacks antecedent basis. The 
examiner assumes applicant meant "an identification". 

2. Claim 9 recites "said system" in line 20. It is unclear to which system is being 
referred as there are two systems recited in claim 9. 

3. Claim 9 recites "said detection means" in line 16 and 23, which lacks antecedent 
basis. The examiner assumes applicant meant to refer to "means for detecting" 
in line 7 and perhaps meant "said means for detecting". 

4. Claim 9 recites "the protection system" in lines 19 and 26. It is unclear to which 
protection system is/are being referred. Note there is a system for protection 
against copying in line 13 and a system for protection against playing in line 20. 
It could also be that "the protection system" doesn't refer to either systems 
recited in claims 13 and 20. 

5. Claim 9 recites "the data" in line 24, which lacks antecedent basis. 

6. Any claims not specifically addressed are rejected by virtue of dependency. 

Claim Rejections - 35 USC § 101 
35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 1-8 and 10-12 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. 
Claim 1: 

Claim 1 recites a method which can be implemented entirely in software. 
Software by itself is not statutory. The examiner notes that applicant may overcome this 
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101 rejection by reciting hardware in the claim language which is tied in some manner 
to the method of claim 1, i.e. the method is implemented using some form of hardware. 
Claims 2-8 and 10-12: 

Claims 2-8 and 10-12 merely further defines the software method recited in claim 
1. Nothing statutory is recited. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

Claim 1 is rejected under 35 U.S.C. 102(e) as being anticipated by Linnartz (US 
6,314,518). 
Claim 1: 

Linnartz discloses a method of protection against the copying of digital data 
stored on an information carrier consisting of delivering a permission or a prohibition to 
copy and/or to play said digital data as a function of an identification or otherwise of at 
least: an encryption of said digital data and a watermarking of said digital data (abstract; 
col 4, lines 1-19; and col 5, lines 30-47). 
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Note the delivering is a function of an identification or otherwise of at least an 
encryption and watermarking. Linnartz discloses playback is inhibited if a state of 
'never-copy' is detected or if the content is found on media that is not original. Copying 
is also prevented if a "never copy" watermark is detected and identified. These 
teachings read on delivering a permission or prohibition to a copy and/or to play said 
digital data as a function of an identification. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1-6, 8, and 10-12 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Linnartz (US 6,314,518). 

Claim 1: 

Linnartz discloses a method of protection against the copying of digital data 
stored on an information carrier consisting of delivering a permission or a prohibition to 
copy and/or to play said digital data as a function of an identification (abstract; col 4, 
lines 1-19; and col 5, lines 30-47) or otherwise of at least: an encryption of said digital 
data (col 8, line 63-col 9, line 41) and a watermarking of said digital data (col 5, lines 30- 
47). 
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Note that Linnartz discloses several embodiments of his invention, which 
includes different ways and combinations of ways to control copying and/or playing of 
digital data. The first embodiment only delivers the permission or prohibition as a 
function of an identification or a watermarking of the digital data (col 4, lines 1-19; and 
col 5, lines 30-47). However, Linnartz also discloses other embodiments where the 
permission or prohibition delivery also depends on a hash value associated with the 
digital data (col 8, line 63-col 9, line 41). Note that a hash value is obtained via a one- 
way encryption of data, so the hash value disclosed by Linnartz is an encryption of the 
digital data. 

At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill in the art to combine these various features of Linnartz's invention 
according to the limitations recited in claim 1 . One of ordinary skill would have been 
motivated to do so because a digital data owner/distributor might only want to 
incorporate some of the features of Linnartz's teachings and not others for copy and/or 
play control depending on the cost to implement the features. For example, a large 
corporation whose data are extremely valuable might be able to afford to incorporate as 
many copy/play control features as possible to safeguard their data, while a smaller 
corporation might only be able to afford to incorporate only one or two features from 
Linnartz's teachings. 
Claim 2: 

The limitations recited in claim 2 are obvious to Linnartz's teachings. Linnartz 
teaches a permission for digital copying is delivered when: 
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1. An encryption of said digital data, i.e. hash, has been identified (col 8, line 63-col 
9, line 41). 

2. A watermarking of said digital data has been identified (col 5, lines 30-47). 

3. A cryptographic signature accompanying said digital data has been identified (col 
9, lines 13-41). 



Note that in the fifth embodiment of Linnartz's invention, an MPEG decoder 
computes a hash value and signs the hash before sending it back to the drive. The 
examiner submits that this reads on having to identify the cryptographic signature 
before delivering a permission for digital data copying. The reason for this is that it 
would be pointless to provide a signature and not identify it in Linnartz's invention since 
signatures are used for verification purposes. 

Linnartz does not explicitly disclose a permission for digital copying is delivered 
when a non-recordable type of carrier has been identified. However, Linnartz teaches 
identifying a non-recordable type of carrier (col 4, lines 14-18) and allowing only one 
copy of a digital data to be made (col 5, lines 25-44), which reads on a permission for 
digital copying is delivered when a non-recordable type of carrier has been identified. 
At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill in the art to modify Linnartz's invention further to determine whether to 
deliver a permission for digital copying when a non-recordable type of carrier has been 
identified because it would indicate the carrier is the original, i.e. master copy, therefore 
it is ok to create more copies, i.e. for distribution to ordinary customers who would then 
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not be allowed to make more copies since the carrier they have is not a non-recordable 
type of carrier. 
Claim 3: 

The limitations recited in claim 3 are obvious to Linnartz's teachings. Linnartz 
discloses wherein a permission for digital copying is delivered when: 

1. An encryption of said digital data has not been identified (col 6, lines 45-48 and 
col 9, lines 11-12). 

2. A watermarking of said digital data has not been identified (col 5, lines 4-1 0). 

Note that for the first limitation in claim 3, Linnartz is silent on the digital data 
being encrypted. In fact, in col 9, lines 11-12 he states that encryption of the MPEG 
stream is not favorable, meaning that the data is unencrypted. Because of this, the first 
limitation recited in claim 3 is implicitly taught by Linnartz. Since the digital data is not 
encrypted, Linnartz would not look for encryption of the digital data in this particular 
embodiment, therefore encryption of said digital data would never be identified and 
permission for digital copying is still delivered. At the time applicant's invention was 
made, it would have been obvious to one of ordinary skill to incorporate teachings from 
the various embodiments of Linnartz's invention according to the limitations recited in 
claim 3 for the same reasons and motivation given in claim 1 . 

The examiner further notes that the limitations recited in claim 3 also read on a 
system which does not use any form of copy protection at all and always delivers 
permission for digital copying, which is well known in the art of digital media 
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copying/playing. At the time applicant's invention was made, it would have been 
obvious to one of ordinary skill to modify Linnartz's invention so that there is no copy 
protection at all. One of ordinary skill would have been motivated to do so if the digital 
data owner doesn't care about the data being copied at all and instead want to minimize 
costs to produce the data, i.e. people who only created the digital data as a hobby and 
don't care about profiting from the data would not necessarily care if other people 
copied and/or played their data. 
Claim 4: 

The limitations recited in claim 4 are obvious to Linnartz's teachings. Linnartz 
discloses wherein a prohibition of playing said digital data is delivered when a 
watermarking of said digital data has been identified (col 1, lines 47-52 and col 4, lines 
1-9). Further, as discussed in claim 1, an embodiment of Linnartz is silent of identifying 
an encryption of said digital data. Because of this, the limitation of a prohibition of 
playing of said digital data is delivered when an encryption of said digital data is 
delivered when an encryption of said digital data has not been identified is implicitly 
disclosed by Linnartz. At the time applicant's invention was made, it would have been 
obvious to one of ordinary skill to incorporate teachings from the various embodiments 
of Linnartz's invention according to the limitations recited in claim 4 for the same 
reasons and motivation given in claim 1. 
Claim 5: 

The limitations recited in claim 5 are obvious to Linnartz's teachings. Linnartz 
discloses wherein a prohibition of copying is delivered when: 
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1. An encryption of said digital data has been identified (col 9, lines 12-41). 

2. A watermarking of said digital data has been identified (col 5, lines 30-47). 

Note the fifth embodiment of Linnartz's invention verifies a hash, which reads on 
the first limitation recited in claim 5 since the hash is a one-way encryption of the digital 
data. 

Linnartz does not explicitly disclose wherein a prohibition of copying is delivered 
when a recordable type of carrier has been identified. However, Linnartz discloses 
identifying a recordable type of carrier (col 4, lines 16-18) and allowing only one copy of 
a digital data to be made (col 5, lines 25-44). At the time applicant's invention was 
made, it would have been obvious to one of ordinary skill to also deliver a prohibition of 
copying when a recordable carrier is identified. One of ordinary skill would have been 
motivated to do so because Linnartz discloses that in one of his embodiments, he is 
also interested in controlling the number of copies of digital data (col 5, lines 25-44). 
Sending a prohibition of copying when a recordable carrier is identified would help 
control the number of copies of said digital data since it indicates that the data has been 
copied at least once already, i.e. for distribution to ordinary consumers and to not allow 
copies to be made from a non-master copy carrier. 
Claim 6: 

The limitations recited in claim 5 are obvious to Linnartz's teachings. Linnartz 
teaches wherein a prohibition of copying is delivered when: 
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1. An encryption of said digital data, i.e. hash, has been identified (col 8, line 63-col 
9, line 41). 

2. A watermarking of said digital data has been identified (col 5, lines 30-47). 

3. No cryptographic signature accompanying said digital data has been identified 
(Fig 5). 

In the first embodiment represented by Figure 5, Linnartz is only using 
watermarking to control copying/playing of digital data. He is completely silent on 
cryptographic signatures until later embodiments of his invention, i.e. embodiments 4-5 
(col 8, line 63-col 9, line 41). Because of this, the limitation of a prohibition of copying is 
delivered when no cryptographic signature accompanying said data has been identified 
is implicitly disclosed by Linnartz since no signature can be identified if one does not 
look for a signature. 

Linnartz does not explicitly disclose a prohibition of copying is delivered when a 
non-recordable type of carrier has been identified. However, Linnartz teaches 
identifying a non-recordable type of carrier (col 4, lines 14-18). Further it is known and 
obvious that one cannot write to a non-recordable type of carrier. At the time applicant's 
invention was made, it would have been obvious to one of ordinary skill in the art to 
deliver a prohibition of copying when a non-recordable type of carrier is identified as it 
would inform the user why copying cannot be completed, i.e. copying cannot be 
completed because user accidentally inserted a non-recordable media to be written to. 
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At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill in the art to incorporate the various teachings of Linnartz according to the 
limitations recited in claim 6 for the same reasons and motivations given in claim 1. 
Claims 8 and 12: 

Linnartz further discloses wherein the prohibition of digital copying comprises a 
blocking of output of the digital data (col 4, lines 1-3). 
Claim 10: 

Linnartz further discloses wherein a permission or a prohibition to copy and/or 
play said digital data is delivered as a further function of the identification of a 
recordable or non-recordable type of said information carrier (col 4, lines 14-20). 
Claim 11: 

Linnartz further discloses wherein a permission or a prohibition to copy and/or to 
play said digital data is delivered as a further function of the identification or not of a 
cryptographic signature accompanying said digital data (col 8, line 67-col 9, line 8). 

At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill in the art to incorporate the various teachings of Linnartz according to the 
limitations recited in claim 11 for the same reasons and motivations given in claim 1. 



Claims 7 and 9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Linnartz (US 6,314,518) in view of Ichinoi (US 6,266,477). 
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Claim 7: 

Linnartz does not explicitly disclose: 

1 . A conversion of the digital data into analog signals. 

2. A corruption of the analog signals if a prohibition of digital copying is delivered. 

However, Ichinoi discloses: 

1 . A conversion of the digital data into analog signals (col 3, lines 4-7 and col 4, 
lines 19-30). 

2. A corruption of the analog signals if a prohibition of digital copying is delivered 
(col 11, lines 21-35). 

At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill in the art to combine the teachings of Linnartz and Ichinoi according to the 
limitations recited in claim 7. One of ordinary skill would have been motivated to 
incorporate Ichinoi's teachings in which digital data is converted to analog signals as 
Ichinoi recognizes that there are still technology that consumers have which are analog 
in nature, therefore in the art, there exists a need that digital systems be backwards 
compatible with them (col 1, lines 23-33 and col 2, lines 13-18). Incorporating Ichinoi's 
teachings would satisfy this need for backwards compatibility. One of ordinary skill 
would have been motivated to incorporate Ichinoi's teachings of corrupting the analog 
signals if a prohibition of digital copying is delivered as it would help prevent copying of 
protected material (col 11, lines 33-35). 
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Claim 9: 

Linnartz discloses the limitation an output for delivering signals representative of 
the digital data upon playing said digital data (Fig 5, item 58). 

Linnartz discloses means for detecting: a watermarking of said digital data (col 5, 
lines 30-47), a recordable or non-recordable type of said information carrier (col 4, lines 
14-18), a cryptographic signature accompanying said digital data (col 8, line 67-col 9, 
line 8). 

Linnartz discloses a system for protection against the copying of said digital data, 
said system being able to receive signals from said detection means and to generate a 
copy permission signal or a copy prohibition signal as a function of the signals received 
from said means for detecting (col 4, lines 1-5 and col 5, lines 42-44). 

Linnartz discloses recording control means blocking the signals delivered at the 
digital output when said recording control means receive a copy prohibition signal from 
the protection system (col 5, lines 42-44). 

Linnartz discloses a system for protection against playing, said system being 
able to receive signals from said detection means and to generate a playing prohibition 
signal when an encryption of said digital data has not been detected and a 
watermarking of said digital data has been detected by said detection means (col 1, 
lines 47-55 and col 4, lines 1-5). Note that in one of the embodiments disclosed by 
Linnartz, he is only worried about copy/play control via the use of watermarks and not 
encryption. In fact, he doesn't check encryption of the data at all, therefore, the playing 
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prohibition signal would be generated based on an encryption of the digital data not 
being detected and based on the watermarking of the digital data. 

Linnartz discloses playing control means being able to interrupt the playing of the 
data or their output to an output when said playing control means receive a playing 
prohibition signal from the protection means (col 1, lines 47-55 and col 4, lines 1-5). 

Note that the above limitations disclosed by Linnartz were disclosed in various 
embodiments of his invention. At the time applicant's invention was made, it would 
have been obvious to one of ordinary skill in the art to combine these various features of 
Linnartz's invention according to the limitations recited above for the same reasons and 
motivations given in claim 1. 

Linnartz does not explicitly disclose a digital output, an analog output for 
delivering analog signals. Linnartz does not explicitly disclose means for detecting an 
encryption of said digital data and a system for decrypting said digital data when an 
encryption is detected. 

However, Ichinoi discloses digital and analog outputs (col 2, lines 13-18). 
Linnartz discloses a descrambler removing the encryption that was performed at a 
broadcast station to prevent unauthorized use (col 4, lines 5-8). This reads on means 
for detecting an encryption of said digital data and a system for decryption said digital 
data when an encryption is detected. Note that a broadcast station typically transmits 
both encrypted and unencrypted signals corresponding to premium and free shows. 
Thus, the descrambler must be able to determine which signals are encrypted and 
which are not to properly perform decryption on the signals. 
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At the time applicant's invention was made, it would have been obvious to one of 
ordinary skill in the art to combine Linnartz and Ichinoi's teachings according to the 
limitations recited in claim 9. One of ordinary skill would have been motivated to 
incorporate Ichinoi's teachings as it would allow for backwards compatibility between 
digital and analog technologies. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ponnoreay Pich whose telephone number is 571-272- 
7962. The examiner can normally be reached on 9:00am-4:30pm Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

Ponnoreay Pich 
Examiner 
Art Unit 2135 
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